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1 802.1X Introduction 

1.1 Overview 

The 802.1X protocol is originated from the 802.11 protocol, which is a wireless local area 

network (WLAN) protocol defined by the Institute of Electrical and Electronics Engineers 

(IEEE). The 802.1X protocol is proposed to address the issue of access authentication for WLAN 

users. The local area network (LAN) defined in the IEEE 802 LAN protocol does not provide 

access authentication. Instead, it allows users who can access a control device (such as LAN 

switch) in the LAN to access devices or resources in the LAN. No obvious security threats exist 

in the earlier wired local area network of enterprises.  

With the large-scale development of such applications as mobile office and premises network 

operation, service providers need to control and configure user access. Moreover, WLAN and 

LAN access are deployed on a large scale on the telecommunications network, making it 

necessary to control ports so as to achieve user-level access control. 802.1X is a standard defined 

by IEEE to implement port-based network access control. 

 

1.2 802.1X Authentication System and Process 

802.1X is a standard for authenticating network clients (or ports) based on user IDs or devices. 

This process is called port-level authentication. In the authentication process, the Remote 

Authentication Dial In User Service (RADIUS) method is used and three roles are defined: 

requester, authenticator, and authorization server. 

 

Figure 1 Structure of the 802.1X authentication system 

The 802.1X standard applies to terminals and users (requester) attempting to connect to ports or 

other devices such as Cisco Catalyst switches or Cisco Aironet series access points 

(authenticator). Both authentication and authorization are implemented through back-end 

communication on the authentication server (such as Cisco Secure ACS). IEEE 802.1X provides 

automatic user identification and performs authentication, key management, and LAN 

connection configuration in a centralized manner. Three parts are designed to implement 802.1X 

authentication: requester system, authentication system, and authentication server system. 

The authentication process is as follows: 

(1) The client sends an EAPoL-Start packet to the access device to start 802.1X authentication. 
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(2) The access device sends an EAP-Request/Identity packet to the client, requesting the client to 

provide the user name. 

(3) The client returns an EAP-Response/Identity packet carrying the user name to the access 

device. 

(4) The access device encapsulates the EAP-Response/Identity packet into a RADIUS 

Access-Request packet and sends it to the authentication server. 

(5) The authentication server generates a Challenge packet and sends the RADIUS 

Access-Challenge packet carrying EAP-Request/MD5-Challenge to the client through the access 

device. 

(6) With the EAP-Request/MD5-Challenge packet, the access device requests the client to 

perform authentication. 

(7) After receiving the EAP-Request/MD5-Challenge packet, the client includes 

Challenged-Pass-word, which is obtained after the password and Challenge are encrypted using 

the MD5 algorithm, in the EAP-Response/MD5-Challenge packet and returns the packet to the 

access device. 

(8) The access device sends Challenge, Challenged Password, and user name to the RADIUS 

server for authentication. 

(9) Based on the user information and MD5 algorithm, the RADIUS server determines whether 

the user is legitimate and returns an authentication success/failure packet to the access device. 

For an authentication success, the access device authenticates the user based on the negotiation 

parameters and service attributes of the user. For an authentication failure, the process ends. 

(10) If the user is authenticated successfully, the user obtains a planned IP address from the 

access device through the Dynamic Host Configuration Protocol (DHCP) or DHCP Relay. 

(11) If the user is authenticated successfully, the access device sends a charging start request to 

the RADIUS authentication server. 

(12) The RADIUS authentication server responds to the charging start request. The user gets 

online successfully. 
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Figure 2 802.1X authentication process based on EAP-MD5 
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2 802.1X Environment Establishment 

2.1 Configuring the Server 

1. Install FreeRADIUS. 

Software download path: \\172.16.1.9\share\Testing department\software 

Install FreeRADIUS-server-2.2.0-x86.rar, which is a Windows edition of FreeRADIUS Linux 

edition. Alternatively, download the software from the official website. The following is an 

example of installing FreeRADIUS-server-2.2.0-x86.rar. 

Decompress FreeRADIUS-server-2.2.0-x86.rar. Double-click FreeRADIUS-server-2.2.0-x86.exe 

and install the software under the default path. 

 

Figure 3 

 

Figure 4 

file://172.16.1.9/share/Testing%20department/software下载freeradius
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Figure 5 

 

 

Figure 6 
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Figure 7 

 

 

Figure 8 
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Figure 9 

2. Test the software. 

Choose Start > All Programs > FreeRADIUS Server 2.2.0 > Start RADIUS Server, as shown in 

the following figure: 

 

Figure 10 

Information shown in the following figure indicates a success. 

 

2.2 Modifying the Configuration File 

1. After installation, navigate to the directory C:\FreeRADIUS\etc\raddb and modify the 

clients.conf file. 

client_server localhost { 

     ipaddr = 127.0.0.1                 #127.0.0.1 is a reserved server address for testing. 

     port = 1812                            #Default authentication port of the server 
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        type = "auth"                                  #The authentication type is 

auth. 

        secret = "testing123"                            #Shared key 

        response_window = 20                          #Response port 

        max_outstanding = 65536                        #  

        require_message_authenticator = yes               #Whether message 

authentication is performed 

        zombie_period = 40                           # 

        status_check = "status-server"                    #Server status check 

        ping_interval = 30                             # 

        check_interval = 30                            #Check interval 

        num_answers_to_alive = 3                       # 

        num_pings_to_alive = 3                         # 

        revive_interval = 120                           #Recovery interval 

        status_check_timeout = 4                        #Status check timeout duration 

  coa { 

        irt = 2                                        #Initial retransmission time 

        mrt = 16                                      #Maximum retransmission 

time 

        mrc = 5                                       #Maximum number of 

retransmission times 

        mrd = 30                                      #Maximum retransmission 

duration 

  } 

 } 

#Here client refers to the switch. 

client 10.1.1.2/8 {                #Server address/subnet mask 255.0.0.0 

 require_message_authenticator = yes  #Whether the information is authentication 

information 

 secret  = qq             # Communication key between the NAS and the 

RADIUS server 

 shortname = ruijie          #Domain name, which can be user-defined. Here ruijie 

refers to the switch model. 

} 

2. Navigate to the directory C:\FreeRADIUS\etc\raddb, find users, and set the user name 

and password (default values may be retained), as shown in the following figure: 
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The user name and password used for 802.1X authentication are both qq. The user name and 

password must also be configured on the server. 

Note: If telephone set authentication fails, add testing Cleartext-Password := “testing” to the first 

line and use the user name and password for authentication. 

3. Run the server. If the information shown in the following figure is displayed, the server is 

normal. 

 

Figure 11 

2.3 Configuring the Switch (RG-S2312-P of Shenzhen Ruijie 

Networks as an example) 

1. The authentication server and PC must be able to communicate with each other. Currently, no 

method is available for modifying the switch IP address. Therefore, modify the PC IP address to 

one on the same network segment as the switch IP address. Switch IP address: 10.1.1.1/8 

2. Access the switch configuration webpage (http://10.1.1.1) and configure 802.1X 
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authentication. 802.1X authentication can also be configured using commands. For details, see 

the command configuration document of the switch. 

3. Configure the 802.1X function for the switch. Ensure that the key used for communication 

between the switch and the authentication server and the user name and password used for 

authentication are correctly configured. The communication key, authentication user name, and 

authentication password are described in section 3.2. 

 

Figure 12 

 

Figure 13 
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Figure 14 

4. Connect the authentication server to the port underlined in green, and the authentication client 

to the port underlined in red. 

 

Figure 15 

Note: The packet capturing and filtering EAP at the authentication server end needs to be aware 

of the data exchange between the server and the switch. Therefore, a hub is required to help 

capture packets during the authentication process. 

2.4 Configuring an 802.1X Authentication Mode 

1. EAP-MD5 authentication 

Open C:\FreeRADIUS\etc\raddb\eap.conf. 

Check that: eap { 

            default_eap_type = md5 

(The default value is md5.) 

2. EAP-TLS authentication 

Change default_eap_type to tls. 

3. PEAP-mschapv2 authentication 

Change default_eap_type to peap. 
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2.5 Preparing Certificates 

Prepare 802.1X authentication certificates based on the four certificates prepared by OpenVPN 

according to the OpenVPN document. 

1. client.pem: Copy all the content in client.key and paste the content at the end of the client.crt 

file. 

2. RootCA.pem: Rename ca.crt as RootCA.pem. 

3. Server.pem: Rename server.crt as server.pem. 

4. Server-key.pem: Rename server.key as server-key.pem. 

The four prepared certificates are stored under FreeRADIUS\etc\raddb\certs. 
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3 Device-End Configuration 

 

The following takes X6 as an example. 

3.1 EAP-MD5 authentication 

 

Figure 16 

3.2 EAP-TLS authentication 

 

Figure 17 
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3.3 PEAP-mschapv2 authentication 

 

Figure 18 

Note: 

Rename the certificate files to be uploaded for authentication in the formats shown in the 

following figure. 

 

Note: 1. In PEAP-mschapv2 authentication, only the RootCA.pem (RootCA.pem-DOT1X_CA-) 

certificate file needs to be uploaded, whereas in TLS authentication, both 

RootCA.pem-DOT1X_CA- and client.pem-DOT1X_CLIENT- need to be uploaded. 

2. In 802.1X testing, the telephone set’s IP address is a static IP address. If a certificate is 

required, ensure that the time on the phone set is within the validity period of the certificate. It is 

recommended that the time be set to 20140801 (date -s "2014-08-01 16:18"). 



 

 

16 

4 Packet Capturing During Authentication 

4.1 Packet Capturing at the Server End 

 

Figure 19 

The user-name(1): qq field is displayed. 

4.2 Packet Capturing at the Device End 

1. EAP-MD5 authentication 

 

Figure 20 

2. EAP-TLS authentication 
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Figure 21 

3. PEAP-mschapv2 authentication 

 

Figure 22 
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5 Troubleshooting 

1. 

 

Find the clients.conf file under the corresponding directory and comment out the following lines: 

 

2. 

 

Find the radiusd.conf file under the corresponding directory and comment out the following 

lines: 

 

3. 

 

Find the radiusd.conf file under the corresponding directory and comment out the following 

lines: 

 

 

 


	Contents
	1 802.1X Introduction
	1.1 Overview
	1.2 802.1X Authentication System and Process

	2 802.1X Environment Establishment
	2.1 Configuring the Server
	2.2 Modifying the Configuration File
	2.3 Configuring the Switch (RG-S2312-P of Shenzhen Ruijie Networks as an example)
	2.4 Configuring an 802.1X Authentication Mode
	2.5 Preparing Certificates

	3 Device-End Configuration
	3.1 EAP-MD5 authentication
	3.2 EAP-TLS authentication
	3.3 PEAP-mschapv2 authentication

	4 Packet Capturing During Authentication
	4.1 Packet Capturing at the Server End
	4.2 Packet Capturing at the Device End

	5 Troubleshooting
	Word 书签
	OLE_LINK3
	OLE_LINK4
	OLE_LINK1
	OLE_LINK2
	OLE_LINK5
	OLE_LINK6
	OLE_LINK17
	OLE_LINK18
	OLE_LINK28
	OLE_LINK29
	OLE_LINK34


